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(57) ABSTRACT

A method is provided for network identification based on
high entropy data on a network which are not easily guessed
or obtained outside the network, which can prevent an
attacker from “spoofing” the network. A component in a
client computer connected to a network may obtain over the
network a network data block including device identification
information of a device controlling the network. Upon pars-
ing the network data block, such high entropy data as unique
device identifiers may be obtained from the device identifi-
cation information. Depending on availability of the unique
device identifiers and authentication history of the client com-
puter, different combinations of the unique device identifiers
and/or other identification information may be used to gen-
erate a unique network identifier such as a network signature.
The component may provide the network signature to appli-
cations within the client computer.
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1
SECURE IDENTIFICATION OF INTRANET
NETWORK

RELATED APPLICATIONS

This Application is a Continuation of and claims benefit
from U.S. patent application Ser. No. 11/788,210 that was
filed on Apr. 19, 2007, and that is incorporated herein by
reference in its entirety.

BACKGROUND

When a client computing system is connecting to a network
(e.g., an intranet network), identification of the network is
typically performed. The network identification provides
information on which network the client computing system is
connected to and is used by the computing system to select
resources, such as, for example, applications, services and
devices included in the network. Network identification is
also required by various applications and services included in
the client computing system, such as firewalls, which may
communicate with devices external to the system differently,
depending on whether the network is a secure or unsecured
network.

Conventionally, network identification is based on a
domain name system (DNS) suffix of a network, which may
be obtained from a network device that controls the network.
However, the DNS suffix can be relatively easily guessed, in
which case the client computing system may become vulner-
able to a “spoofing” attack. By this attack, when the client
computing system is connected to an unsecured network, a
secure network (e.g., a secure corporate network) may be
“spoofed” by using its network identifier based on the DNS
suffix to identify the unsecured network as a secure network.
The client computing system may then operate as if it were
connected to the secure network and a user may unknowingly
take actions that may compromise the user’s identity or a
security of the client computing system.

SUMMARY OF INVENTION

Network identification, particularly, an intranet network
identification, may be performed by utilizing high entropy
data associated with the network, which is neither easily
guessed nor obtainable outside the network. The high entropy
data may be device identification information of a device
controlling a network (e.g., a domain controller) including
unique device identifiers.

The device identification information may be obtained by
parsing a network data block obtained by a client computer
over the network. The device identification information may
depend on the unique device identifiers available. Therefore,
depending on the availability of the unique device identifiers
and authentication history of the client computer, a unique
network identifier (e.g., a network signature) may be gener-
ated by a component in the client computer to identify the
network from one or more of the unique device identifiers
and, in some embodiments, other information. A hash func-
tion may be used to generate the unique network identifier.
The generated unique network identifier may be provided to
other components in the client computer.

Because the unique device identifiers have high entropy
characteristics, they may not be guessed by or obtained out-
side the network by an attacker. Therefore, the network may
not be easily “spoofed.”

In one aspect, the invention provides a method of operating
a component in a client computer connected to a network.
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According to the method, device identification information of
a device controlling the network is obtained. The method also
includes generating a unique network identifier from the
device identification information and providing the unique
network identifier as an output identifying the network.

In another aspect, the invention provides a computer-read-
able medium having computer-executable instructions for
performing a method of operating a component in a client
computer connected to a network. The method comprises
obtaining device identification information of a device con-
trolling the network, generating a unique network identifier
from the device identification information, and providing the
unique network identifier as an output identifying the net-
work.

In yet another aspect, the invention provides a system for
use in a client computer connected to a network. The system
comprising a computer-readable medium having a compo-
nent comprising computer-executable instructions that, when
executed, perform a method of operating the client computer.
The method comprises obtaining device identification infor-
mation of a device controlling the network, generating a
unique network identifier from the device identification infor-
mation, and providing the unique network identifier as an
output identifying the network.

The foregoing is a non-limiting summary of the invention,
which is defined by the attached claims.

BRIEF DESCRIPTION OF DRAWINGS

The accompanying drawings are not intended to be drawn
to scale. In the drawings, each identical or nearly identical
component that is illustrated in various figures is represented
by a like numeral. For purposes of clarity, not every compo-
nent may be labeled in every drawing. In the drawings:

FIG. 1A is a schematic diagram illustrating a system uti-
lizing prior art network identification;

FIG. 1B is a block diagram illustrating a client computer
that obtains a DNS suffix from a domain controller according
to a prior art method of network identification;

FIG. 1C is a schematic diagram illustrating a system uti-
lizing prior art network identification wherein an attacker
“spoofs” an intranet network;

FIG. 2 is a block diagram illustrating a client computer that
obtains a network data block from a domain controller
according to some embodiments of the invention; and

FIGS. 3A-3C are flowcharts illustrating a method of net-
work identification according to some embodiments of the
invention.

DETAILED DESCRIPTION

The inventors have appreciated that a network can be iden-
tified using unique high entropy data associated with a net-
work, which is not easily guessed or obtainable outside the
network. This complicates and may preclude “spoofing” the
network by a malicious attacker. The high entropy data may
be derived from device identification information that can be
obtained, upon a request, by a client computer connected to
the network from a device controlling the network (e.g., a
domain controller). The device identification information as
well as other information may be obtained by parsing a net-
work data block obtained by the client computer over the
network. Examples of the device identification information
include unique device identifiers, such as a root domain glo-
bally unique identifier (Root Domain GUID) and a domain
globally unique identifier (Domain GUID).
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The inventors have further appreciated that a unique net-
work identifier used to identify the network can be generated
by combining such device identification information using a
function (e.g., a hash function). Depending on the availability
of the unique device identifiers and authentication history of
the client computer, the unique network identifier (e.g., a
network signature) may be generated from one or more of the
unique device identifiers and may also include other informa-
tion.

A network signature may be generated when the client
computer connects to a network. Any change in network
characteristics also may result in generating a new network
signature and, consequently, identification of a new network.
The generated network signature may be provided to an oper-
ating system, applications, or other components within the
client computer requiring knowledge of the signature and
may optionally be stored in an encrypted format for future
use.

FIG. 1A is a schematic diagram of a system 100 utilizing
network identification. A client computer 102 is connected,
via an access point or a network access server 106, to a
network, which may be wireless or wired and is shown by
way of example only and not to limit the scope of the inven-
tion as an intranet 108. An intranet may be defined as a private
computer network characterized by an access restricted to
users of the intranet. For example, while employees of an
organization may have an unlimited access to the intranet,
other parties, such as customers, partners and vendors, may
have restricted or no access to the intranet.

Access to the secure intranet 108 may be protected from an
unsecured network 114 and any other network by a firewall
110, which may be implemented in any suitable way. Com-
puting devices connected to the intranet 108 behind the fire-
wall 110 may behave differently from computing devices
outside the intranet 108.

In the example illustrated, an access point 116 is associated
with the unsecured network 114. The unsecured network 14
may be any network outside the intranet 108.

The intranet 108 may be controlled by a domain controller
112, which may be a server spanning one or more computing
devices that contain information, including logon informa-
tion, on the client computer 102 and any other devices and
systems and their users on the intranet 108. A client computer
or any other device connected to an intranet may or may not
be domain-joined. To be trusted within a domain and to com-
municate with other devices encompassed by the domain, a
domain-joined client computer needs to be authenticated with
a domain controller controlling the domain by exchanging
credentials. The domain controller may push down and
enforce security policies applied to the domain-joined client
computer and thus control the client computer. A domain may
be controlled by one or more domain controllers. If a client
computer is non-domain-joined (e.g., a customer having a
guest account visits the domain), the client computer may not
access some domain resources and no authentication is
required for the client computer to connect to the domain.

When the client computer 102 is connected to the intranet
108, the domain controller 112 may provide device identifi-
cation information, such as, for example, a domain name
system (DNS) suffix 104 to the client computer 102. The DNS
suffix is part of an Internet protocol (IP) address of the domain
controller and may comprise a name of a company using the
intranet 108 and a category of a domain (e.g., commercial,
educational or other). As an example, a DNS suffix may be
“microsoft.com.”

The device identification information is typically used for
communication between a client computer and a server on an
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intranet network. It should be appreciated that the client com-
puter 102 may or may not be joined to a domain network of
the intranet 108. In order to join the domain network, the
client computer 102 needs to be authenticated by the domain
controller 112 by exchanging credentials.

FIG. 1B is a block diagram illustrating a client computer,
such as, for example, the client computer 102, connected to a
network, which obtains the DNS suffix 104 as part of device
identification information from the domain controller 112
and uses it, together with other information, to generate a
network signature identifying the network (e.g., the intranet
108).

The client computer 102 may comprise applications 202,
anoperating system 204, a firewall 210 and other components
not shown for simplicity. The operating system 204 may
comprise a component, shown by way of example only and
not to limit the scope of the invention as a network location
awareness (NLA) component 208, which may obtain the
device identification information and generate a network
identifier based on the DNS suftix 104. The network identifier
may optionally be retained for future use. The NLA compo-
nent 208 may also obtain and store other information, such as,
for example, a type of the network and network configuration
information. The NLLA component 208 may be associated
with an application programming interface (API) 206 to pro-
vide the network identifier and notice of changes in the net-
work identifier to the applications 202, the firewall 210 and
any other components of the client computer 102 which may
require the network identifier for their operation.

The applications 202 may utilize a functionality (e.g., pro-
vided by a user interface) that allows receiving an input from
a user of the client computer 102 indicating whether the user
considers a new network (in particular, the network on which
the client computer 102 does not have any information) safe.
Furthermore, different categories of network safety may be
assigned to the new network by the user.

The DNS suffix identifying the domain controller 112 can
be guessed outside the intranet 108, for example, by a mali-
cious attacker within the unsecured network 114. Conse-
quently, the NLA component 208 can be “spoofed” into gen-
erating a network signature that matches the signature of a
secure network when a client computer is connected to
another, possibly unsecured, network, which may compro-
mise secure identification of the intranet 108. The DNS suffix,
IP address and other information, such as, for example, infor-
mation used for mutual authentication of a client computer
and a server or other devices on the network, may be referred
to as low entropy information, which indicates that this infor-
mation can be guessed or is obtainable outside the network.
Therefore, using the low entropy information to generate the
network signature may provide a security breach whereby a
malicious attacker can “spoof” the network. The network
“spoofing” may include guessing low entropy information
(e.g., a DNS suffix) used by the NLA component 208 to
generate a network signature and providing this information
to a client computer connected to a network different from the
network being “spoofed.” As aresult, the client computer may
erroneously determine that it is connected to the network
being “spoofed.”

False network identification presents a particular problem
for a mobile computing device that is configured to operate
with more permissive security settings when on an intranet
than when on an unsecured network.

FIG. 1C is a schematic diagram illustrating a system 300
utilizing network identification wherein an attacker 304
“spoofs” the intranet 108. As discussed in connection with
FIG. 1A, aclient computer may be connected to a network. In
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the example illustrated in FIG. 1C, a client computer 302 has
moved to and is shown connected to the unsecured network
114. For example, a user of the client computer 302 belonging
to adomain in a corporate network (e.g., the intranet 108) may
be located in an Internet café wherein an access to the unse-
cured network 114 is provided. The attacker 304 may guess
the DN suffix 104 intended to be used in identification of the
intranet 108 and provide the DNS suffix 104 to the client
computer 302. Therefore, a component in the client computer
302 (e.g., an NLA component or any other suitable compo-
nent) may generate a network signature falsely indicating the
client computer 302 is connected to the intranet 108, while in
reality the client computer 302 is connected to the unsecured
network 114. This situation may potentially cause harmful
consequences. For example, the user of the client computer
302 may utilize an application or a service requiring a user
password and/or other sensitive and confidential information
(e.g., credit card information) that the user may provide only
if the client computer 302 is on the secure intranet 108. When
the intranet 108 is “spoofed” and the client computer 302
connected to the unsecured network 114 but an NLA compo-
nent 408 (shown in FIG. 2) indicates the client computer 302
is connected to the intranet 108, the user, unaware of the
“spoofing,” may still enter the confidential personal informa-
tion which may be intercepted by the malicious attacker or
any other entity. Moreover, applications (e.g., a firewall)
within the client computer 302 which require the network
signature, may behave so that security of the client computer
302 is compromised.

However, using high entropy data characteristic of a secure
network (i.e., information that is random or nearly random
and is not obtainable outside a network) to generate a unique
network identifier such as a network signature may provide an
additional level of security to a network identification pro-
cess. In some embodiments, a software component, such as
an NLA component or any other suitable component, in a
client computer may obtain the high entropy data and gener-
ate the network signature. The high entropy data may com-
prise one or more unique device identifiers and may be
obtained as part of device identification information. The
device identification information may be obtained as a result
of parsing a network data block.

A network signature may be generated from one or more of
the unique device identifiers and/or other information. For
example, a combination of one or more of the unique device
identifiers and/or other information may be used. In some
embodiments, a complex combination (e.g., a hash or any
other suitable function) may be used to generate the network
signature. Because of the high entropy characteristics of the
unique device identifiers, the network signature may provide
secure identification of the network.

FIG. 2 is a block diagram illustrating a client computer 400
that obtains device identification information from a domain
controller according to some embodiments of the invention.
The client computer 400, connected to a network to be iden-
tified, includes components similar to the components
included in the client computer 102. Additionally, the client
computer 400 contains, in any suitable component, software
or any other suitable implementation that allows requesting
and receiving high entropy data. In the embodiment illus-
trated, the high entropy data may be device identification
information obtained by the client computer 400 from a
device controlling the network (e.g., the domain controller
112). The device identification information may include one
or more unique device identifiers. The operating system 204
deployed by the client computer 400 may comprise a com-
ponent, such as, for example, an NL A component 408 which
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may include software for requesting and receiving the device
identification information from the domain controller 112. In
some embodiments, the client computer 400 may deploy the
Microsoft® Windows® Vista™ operating system. It should
be appreciated that the NLA component 408 or any other
suitable component capable of requesting and receiving the
device identification information from the domain controller
112, generating a network signature and providing it to appli-
cations, may be located within any suitable component(s) of
the client computer 400. In addition to the network signature,
atype of a network may be identified by the NLLA component
408, particularly, when the client computer 400 is connected
to a network other than an intranet. It should also be appre-
ciated that the software to receive the device identification
information, generate the network signature and provide it to
applications may be implemented in any suitable way and
within one or more components.

An application programming interface (API), here shown
as an API 406, may be used by the NLA component 408 to
provide the network signature to components of the client
computer 400 which may use the network signature in any
suitable way. For example, the firewall 210 may utilize the
network signature to determine whether the network is safe
and may secure a connection if the network is unsecured.

Data used to generate the network signature may be
obtained from the network. In the embodiment illustrated, the
domain controller 112 may provide the device identification
information in response to a request from the client computer
400. The request may be part of any suitable protocol. Also, a
network data block 410 obtained by client computer 400 over
the network may comprise the device identification informa-
tion. In some embodiments, the device identification infor-
mation may be parsed to obtain one or more unique device
identifiers.

In some embodiments, the network data block 410 may
comprise Active Directory domain identification data. In this
example, the network data block 410 may comprise such
device identification information as a Root Domain Globally
Unique Identifier (Root Domain GUID) 412, a Domain Glo-
bally Unique Identifier (Domain GUID) 414, a Forest Name
416 and a Domain Name 418. Root Domain GUID 412 and
Domain GUID 414 may be referred to as high entropy data
thus being unique device identifiers. Root Domain GUID 412
may or may not be available as part of the network data block
410 and is shown by a dashed line. A GUID is a unique key
used for device and software identity purposes and may be,
for example, a 128-bit random number. It should be appreci-
ated that other information, such as, for example, a Media
Access Control (MAC) address, a serial number, a random
number other than a GUID or any other suitable data, can be
used as unique device identifiers identifying a device control-
ling a network, if this information is not easily guessed and is
not obtainable outside the network.

The network signature may be generated from one or more
of'the unique device identifiers and/or other information. The
specific approach for generating the network signature may
depend on properties of the network and what information is
available or can be obtained at a given time, for example,
because of network errors or inability to reach a domain
controller. The network signature generation may also
depend on authentication history of the client computer.

FIGS. 3A-3C are flowcharts illustrating a method of net-
work identification whereby a network signature is generated
according to some embodiments. The process starts with
block 500, when a client computer or any other suitable
device implementing network identification functionality
starts up, or connects to the network, or at any other suitable
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time. For example, the process may start every time the client
computer prompts a device controlling the network (e.g., a
device controller) for information identifying the device,
which may occur at a predetermined time, for example, at
periodic intervals. If certain information needed to generate
the network signature is not available, a new network signa-
ture may be generated.

A network data block may be obtained at block 502. As
discussed above, the network data block (i.e., the network
data block 410) may comprise device identification informa-
tion, such as, for example, Root Domain GUID, Domain
GUID, Forest Name, and Domain Name. The Root Domain
GUID and Domain GUID having high entropy characteristics
may be referred to unique device identifiers. It should be
appreciated that the device identification information above is
given by way of example only and not to limit the scope of the
invention and other device identification information, includ-
ing high entropy data, may be obtained with the network data
block or in any other suitable way as well. The process pro-
ceeds to a block 504, wherein the network data block may be
parsed. Parsing allows extracting unique device identifiers
from the device identification information.

Upon parsing the network data block, it may be deter-
mined, in decision block 506, whether Root Domain GUID is
available as part of the device identification information. If
the answer is affirmative, the process branches to block B
which is followed by blocks illustrating, in FIG. 3B, further
processing. Otherwise, the answer is “no” and the process
branches to block C which is a starting block of a process
described in connection with FIG. 3C.

FIG. 3B illustrates a method of generating the network
signature according to an embodiment in which a Root
Domain GUID is available. At first, Forest Name may be
obtained at block 600. The process then continues to decision
block 602 where it may be determined whether a machine
(e.g., the client computer or any other suitable device) is
domain-joined (e.g., joined to an intranet domain network).

If it has been determined, in decision block 602, that the
machine is not domain-joined, the network signature may be
generated as a hash of Root Domain GUID and Forest Name,
in block 610. Other suitable functions may be used to gener-
ate the network signature as well. If the machine is domain-
joined, the process proceeds to decision block 604, where it
may be determined whether the machine is authenticated. If
the answer is affirmative, the network signature may be gen-
erated as a hash of Root Domain GUID and Forest Name, in
block 610. Otherwise, if the machine is not authenticated, the
process continues to decision block 606 to determine whether
the machine has been previously authenticated. If the answer
is “yes,” the network signature may be generated as a hash of
a GUID (GUID_Downgrade), Root Domain GUID, and For-
est Name, in block 608. GUID_Downgrade is used to change
the value of Root Domain GUID, which could be previously
obtained, thus instigating generation of a new network signa-
ture. If the machine has not been previously authenticated, the
process branches to block 610, where the network signature
may be generated as a hash of Root Domain GUID and Forest
Name.

The network signature generated at both blocks 608 and
610 may be output at block 612 and used to identify the
network. The network signature may be provided, for
example, via an API coupled to NLA component, to applica-
tions in the client computer requiring the network signature
for operation.

FIG. 3C illustrates a method of generating the network
signature according to an embodiment wherein Root Domain
GUID is not available. Domain GUID may be obtained at
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block 700, which may be followed by obtaining Domain
Name, at block 702. The process then continues to decision
block 704, where it may be determined whether the machine
is domain-joined.

If in decision block 704 it has been determined that the
machine is not domain-joined, the network signature may be
generated as a hash of Domain GUID and Domain Name, in
block 712. Other suitable functions may be used to generate
the network signature as well. If the machine is domain-
joined, the process proceeds to decision block 706, where it
may be determined whether the machine is authenticated. If
the answer is affirmative, the network signature may be gen-
erated as a hash of Domain GUID and Domain Name, in
block 712. Otherwise, if the machine is not authenticated, the
process continues to decision block 708 to determine whether
the machine has been previously authenticated. If the answer
is “yes,” the network signature may be generated as a hash of
a GUID (GUID_Downgrade), Domain GUID, and Domain
Name, in block 710. As discussed above, GUID_Downgrade
is used to change the value Root Domain GUID, which results
in generating a new network signature. If the machine has not
been previously authenticated, the network signature may be
generated as a hash of Domain GUID and Domain Name, in
block 712.

The network signature generated at both blocks 710 and
712 may be output at block 612 and used to identify the
network. The network signature may be provided, for
example, via an API coupled to an NLLA component, to appli-
cations in the client computer. The generated network signa-
ture may be stored, for example, in an encrypted format, for
future use. Any suitable encryption algorithm may be used to
encrypt the network signature.

Having thus described several aspects of at least one
embodiment of this invention, it is to be appreciated that
various alterations, modifications, and improvements will
readily occur to those skilled in the art.

Such alterations, modifications, and improvements are
intended to be part of this disclosure, and are intended to be
within the spirit and scope of the invention. Accordingly, the
foregoing description and drawings are by way of example
only.

The above-described embodiments of the present inven-
tion can be implemented in any of numerous ways. For
example, the embodiments may be implemented using hard-
ware, software or a combination thereof. When implemented
in software, the software code can be executed on any suitable
processor or collection of processors, whether provided in a
single computer or distributed among multiple computers.

Further, it should be appreciated that a computer may be
embodied in any of a number of forms, such as a rack-
mounted computer, a desktop computer, a laptop computer, or
a tablet computer. Additionally, a computer may be embed-
ded in a device not generally regarded as a computer but with
suitable processing capabilities, including a Personal Digital
Assistant (PDA), a smart phone or any other suitable portable
or fixed electronic device.

Also, a computer may have one or more input and output
devices. These devices can be used, among other things, to
present a user interface. Examples of output devices that can
be used to provide a user interface include printers or display
screens for visual presentation of output and speakers or other
sound generating devices for audible presentation of output.
Examples of input devices that can be used for auser interface
include keyboards, and pointing devices, such as mice, touch
pads, and digitizing tablets. As another example, a computer
may receive input information through speech recognition or
in other audible format.
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Such computers may be interconnected by one or more
networks in any suitable form, including as a local area net-
work or a wide area network, such as an enterprise network or
the Internet. Such networks may be based on any suitable
technology and may operate according to any suitable proto-
col and may include wireless networks, wired networks or
fiber optic networks.

Also, the various methods or processes outlined herein
may be coded as software that is executable on one or more
processors that employ any one of a variety of operating
systems or platforms. Additionally, such software may be
written using any of a number of suitable programming lan-
guages and/or conventional programming or scripting tools,
and also may be compiled as executable machine language
code or intermediate code that is executed on a framework or
virtual machine.

In this respect, the invention may be embodied as a com-
puter readable medium (or multiple computer readable
media) (e.g., a computer memory, one or more floppy discs,
compact discs, optical discs, magnetic tapes, flash memories,
circuit configurations in Field Programmable Gate Arrays or
other semiconductor devices, etc.) encoded with one or more
programs that, when executed on one or more computers or
other processors, perform methods that implement the vari-
ous embodiments of the invention discussed above. The com-
puter readable medium or media can be transportable, such
that the program or programs stored thereon can be loaded
onto one or more different computers or other processors to
implement various aspects of the present invention as dis-
cussed above.

The terms “program” or “software” are used herein in a
generic sense to refer to any type of computer code or set of
computer-executable instructions that can be employed to
program a computer or other processor to implement various
aspects of the present invention as discussed above. Addition-
ally, it should be appreciated that according to one aspect of
this embodiment, one or more computer programs that when
executed perform methods of the present invention need not
reside on a single computer or processor, but may be distrib-
uted in a modular fashion amongst a number of different
computers or processors to implement various aspects of the
present invention.

Computer-executable instructions may be in many forms,
such as program modules, executed by one or more comput-
ers or other devices. Generally, program modules include
routines, programs, objects, components, data structures, etc.
that perform particular tasks or implement particular abstract
data types. Typically the functionality of the program mod-
ules may be combined or distributed as desired in various
embodiments.

Various aspects of the present invention may be used alone,
in combination, or in a variety of arrangements not specifi-
cally discussed in the embodiments described in the forego-
ing and is therefore not limited in its application to the details
and arrangement of components set forth in the foregoing
description or illustrated in the drawings. For example,
aspects described in one embodiment may be combined in
any manner with aspects described in other embodiments.

Use of ordinal terms such as “first,” “second,” “third,” etc.,
in the claims to modify a claim element does not by itself
connote any priority, precedence, or order of one claim ele-
ment over another or the temporal order in which acts of a
method are performed, but are used merely as labels to dis-
tinguish one claim element having a certain name from
another element having a same name (but for use of the
ordinal term) to distinguish the claim elements.
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Also, the phraseology and terminology used herein is for
the purpose of description and should not be regarded as
limiting. The use of “including,” “comprising,” or “having,”
“containing,” “involving,” and variations thereof herein, is
meant to encompass the items listed thereafter and equiva-
lents thereof as well as additional items.

What is claimed is:

1. A method performed on a particular computing device
that includes at least one processor and memory and that is
coupled to a network, the method comprising:

determining, by the particular computing device in com-

munication with a domain controller coupled to the net-
work, first information indicating whether or not the
particular computing device is currently joined to a
domain of the network that is controlled by the domain
controller;

determining, by the particular computing device in com-

munication with the domain controller coupled to the
network and based on the first information indicating
that the particular computing device is currently joined
to the domain, second information indicating whether or
not the particular computing device is currently authen-
ticated by the domain controller;

determining, by the particular computing device in com-

munication with the domain controller coupled to the
network and based on the second information indicating
that the particular computing device is not currently
authenticated by the domain controller of the domain,
whether or not the particular computing device was pre-
viously authenticated by the domain controller;
generating, by the particular computing device, a unique
identifier of the network based on:
at least one high-entropy property of the network; and
at least one of the first information, the second informa-
tion, or the third information; and
providing, by the particular computing device, the gener-
ated unique identifier of the network to a component on
the particular computing device.

2. The method of claim 1 where the at least one high-
entropy property is resistant to being guessed outside of the
network.

3. The method of claim 1 where the at least one high-
entropy property is resistant to being obtained outside of the
network.

4. The method of claim 1 where the at least one high-
entropy property comprises a globally unique identifier
(“GUID”) of the domain.

5. The method of claim 1 where the component is an
application.

6. The method of claim 1 where the component is an
operating system.

7. The method of claim 1 where the generated unique
identifier is configured for uniquely identifying the network
to the particular computing device.

8. At least one computer storage device comprising:

memory that comprises computer-executable instructions

that, based on execution by a particular computing

device, configure the particular computing device to:

determine, in communication with a domain controller
coupled to the network, first information indicating
whether or not the particular computing device is
currently joined to a domain of the network that is
controlled by the domain controller;

determine, in communication with the domain control-
ler coupled to the network and based on the first
information indicating that the particular computing
device is currently joined to the domain, second infor-
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mation indicating whether or not the particular com-
puting device is currently authenticated by a domain
controller;

determine, in communication with the domain control-
ler coupled to the network and based on the second
information indicating that the particular computing
device is not currently authenticated by the domain
controller of the domain, whether or not the particular
computing device was previously authenticated by
the domain controller;

generate a unique identifier of the network based on:
at least one high-entropy property of the network; and
at least one of the first information, the second infor-

mation, or the third information; and

provide the generated unique identifier of the network to
a component on the particular computing device.

9. The at least one computer storage device of claim 8
where the at least one high-entropy property is resistant to
being guessed outside of the network.

10. The at least one computer storage device of claim 8
where the at least one high-entropy property is resistant to
being obtained outside of the network.

11. The at least one computer storage device of claim 8
where the at least one high-entropy property comprises a
globally unique identifier (“GUID”) of the domain.

12. The at least one computer storage device of claim 8
where the component is an application.

13. The at least one computer storage device of claim 8
where the component is an operating system.

14. The at least one computer storage device of claim 8
where the generated unique identifier is configured for
uniquely identifying the network to the computing device.

15. A system comprising:

a particular computing device that includes at least one

processor and memory;

the particular computing device configured to determine,

in communication with a domain controller coupled to
the network, first information indicating whether or not
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the particular computing device is currently joined to a
domain of the network that is controlled by the domain
controller;

the particular computing device configured to determine,

in communication with the domain controller coupled to
the network and based on the first information indicating
that the particular computing device is currently joined
to the domain, second information indicating whether or
not the particular computing device is currently authen-
ticated by the domain controller;

the particular computing device configured to determine,

in communication with the domain controller coupled to
the network and based on the second information indi-
cating that the particular computing device is not cur-
rently authenticated by the domain controller of the
domain, whether or not the particular computing device
was previously authenticated by the domain controller;

a network location awareness component configured to

generate, a unique identifier of the network based on:

at least one high-entropy property of the network; and

at least one of the first information, the second informa-
tion, or the third information; and

the particular computing device configured to provide the

generated unique identifier of the network to a compo-
nent on the particular computing device.

16. The system of claim 15 where the at least one high-
entropy property is resistant to being guessed outside of the
network.

17. The system of claim 15 where the at least one high-
entropy property comprises a globally unique identifier
(“GUID”) of the domain.

18. The system of claim 15 where the generated unique
identifier is configured for uniquely identifying the network
to the computing device.

19. The system of claim 15 where the at least one high-
entropy property is resistant to being obtained outside of the
network.

20. The system of claim 15 where the component is an
application or an operating system.
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